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This article has been accepted for publication in IEEE Security and Privacy but has not yet been fully edited.
Some content may change prior to final publication.

Comparative Analysis of Intrusion-Tolerant System Architectures

Quyen L. Ncruyen1 and Arun Sood™?
Intematlonal Cyber Center and Department of Computer Science
Geor ge! Mason University, Fairfax, VA 22030
“SCIT Labs, Inc, Clifton, VA 20124
{gnguveng, asood}(@gmu.edu

Abstract

Today, institutions want to build open systems and
provide services to the public via the Internet. Such
systems would  potentially ~ expose  security
vulnerabilities, and become susceptible to attacks.
Therefore, security is critical in order to ensure
confidentiality, integrity, and availability for system
data and services. With increasing sophistication of
security attacks the protection of open system is more
challenging. Intrusion tolerance should be part of the

This paper is organized as follo“#. In Section 2. we
propose a taxonomy for ITS architectures and map
existing systems to the taxonomy categories. Section 3
describes the analysis methodology with attack model
examples and a case study for illustration. Sections 4
through 6 are devoted to the study and qualitative
analysis of three typical ITS architectures. The paper
summarizes the comparison in Section 7 with a
conclusion in Section 8.

2. Overview

Ul
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Value of IEEE Xplore

IEEE publishes:

#1 journal in Electrical and Electronic Engineering
e 16 of the top 20 journals in Electrical and Electronic Engineering
e O of the top 10 journals in Telecommunications

e 6 of the top 10 journals in Computer Science (CS), Hardware & Arch
itecture

e 3 of top 5 journals in CS, Software Engineering

e 3 of the top 5 journals in Automation & Control Systems
e 2 of the top 5 journals in CS, Artificial Intelligence
e #1in CS, Software Engineering
e #1 & #2 in Robotics

e #2in CS, Cybernetics W =iz
e #4 in Ocean Engineering T ) 1. R

WIRELESS
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e Published by MIT since 1899

e Annually publishes 10 emerging
technologies its editors feel will
become important in the next fe
W years

e All 10 emerging technologies ca
n be found in IEEE Xplore
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Value of IEEE Xplore

Real-Time Search
Internet
4,089 In IEEE Xplore

Mobile 3D
Wireless Telecom
2,607 In IEEE Xplore

Engineered Stem Cells
Biotech
354 In IEEE Xplore

Solar Fuel
Renewable Energy
544 In IEEE Xplore

Light Trapping Photovoltaics
Renewable Energy
282 In IEEE Xplore

Social TV
Internet
25 In IEEE Xplore

Green Concrete
Environmental Technology
48 In IEEE Xplore

Implantable Electronics
Biosensors
710 In IEEE Xplore

Dual Action Antibodies

320 In IEEE Xplore

Cloud Programming
Internet
519 In IEEE Xplore
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Value of IEEE Xplore

The World’s Most Successful Technology Companies
Rely on IEEE Information

The Most Innovative
Technology Companies
(Forbes Global 2000
Rankings, 2009)

«20 of top 25 Semiconductor

companies

*9 of top 10 Aerospace
companies

7 of top 10 Software and
Services companies

8 out of top 10
Telecommunications
companies

«20 of top 25 Technology,
Hardware and Equipment
companies

@ ¢ IEEE

The Leading
Universities

All of the top 50
engineering schools in
the US (US News and
World Report, Top
Engineering Graduate
Schools, 2009)

*97 of the Top 100
Technical Universities
Worldwide (Times Higher
Education, top technology
universities 2008)
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Government R&D
Centers Worldwide

Defense research and
aerospace agencies
«Communications and
energy research labs
*Patent offices, public
libraries, and scientific
councils

Government R&D centers
in North America, Europe,
Asia and the Middle East
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